
Extract from Hansard 
[COUNCIL — Wednesday, 23 February 2022] 

 p569a-578a 
Hon Neil Thomson; Hon Sue Ellery; Hon Donna Faragher 

 [1] 

TRANSPORT LEGISLATION AMENDMENT (IDENTITY MATCHING SERVICES) BILL 2021 
Second Reading 

Resumed from an earlier stage of the sitting. 

HON NEIL THOMSON (Mining and Pastoral) [5.02 pm]: I will do my full time. 

Hon Alannah MacTiernan: Would you like us to interject on you to keep you company? 

The PRESIDENT: Order, minister. Member, would you like to continue your remarks? 

Hon NEIL THOMSON: I will continue my remarks, but I will decline the invitation of the honourable member 
for interjections. 

I note that this is the fourth time I have had to get on my feet on this legislation. I trust this will be the last time 
that we debate the second reading stage. My comments are a response to the comments made by the Australian Greens 
Senator Nick McKim, who commented on the broad issue of biometrics data that is stored in government databases. 
He said that creating a massive database for people’s photographs is an invasion of privacy and would create 
a honey pot for hackers. I have said that I did not think I would necessarily agree with that position, but I note the 
Corruption and Crime Commission report of 5 August 2021. A number of comments in the overview of that report 
provide a level of concern about the rigour and security that is applied to our own databases. I reflect on the long 
history of government data. In recent times we have seen, for example, data used in ways that it was not intended, 
even with our COVID-19 tracing app. The data was used for purposes beyond the initial intention and remediation 
measures had to be put in place to secure the data so that it would be used only for its initial purposes. We hoped that 
people whose motivations might not be positive would still register on the COVID app to enable that data to be used 
for the original and very important purpose for which it was collected, which was for the management of COVID. 

The transport executive and licensing information system has had a long history. That is a very important database 
on which much identifying information is held. It has had a chequered history since its development, including its 
cost. The unauthorised access of it has also created certain problems, and I will comment on that. I hope that the 
government has done some work since this report was released to secure that data and provide a level of assurance 
so that the comments by Senator Nick McKim are not true and that we can demonstrate that the government can 
be trusted to hold considerable information, particularly biometric information, to be used only for the purposes 
outlined in the statutory framework. 

The report’s overview is worth noting, particularly the third point, which states — 

Of the WA government databases, TRELIS holds the most personal information about members of the 
WA public. 

The fourth point states — 

Confidential and sensitive information on TRELIS could be exploited for personal or criminal reasons. 

I make the point that this is not just an issue for the jurisdiction of Western Australia. These days, data can be accessed 
from anywhere around the globe and used for those purposes outlined by the CCC by any nefarious person or 
parties who have the capability to do so. It is very important to secure that data. The fifth point states — 

The WA community has an expectation that personal information held in TRELIS is protected, not only 
from external hackers, but from abuse and unlawful access by the more than 3,000 persons authorised to 
use TRELIS to perform official duties. 

We know that throughout government people have to be authorised to utilise information. From time to time, whether 
it be TRELIS, police information, other personal information and even information that is held in the area of planning 
information, which is my background, when that access is not used in the right way, it can be used to advance 
someone’s interest. Certainly, it can be used in an unauthorised and unlawful way. The sixth point states — 

The Commission undertook a thematic review of unlawful accesses to TRELIS under Corruption, Crime 
and Misconduct Act 2003 (CCM Act) s 41.  

It considered more than 100 incidents of unlawful access to the transport executive and licensing information system. 
Clearly, this is not something that has happened on just a few occasions, but it happens more regularly than is 
desirable. I imagine that the desirable level would be zero, but we know that that is not always possible and I think 
the community deserves a level of confidence that this will be improved. 

The eighth point of the Corruption and Crime Commission’s A review of the Department of Transport’s management 
of unlawful access to TRELIS states that the review showed that the Department of Transport was reluctant to treat 
unlawful access to TRELIS by authorised persons as serious misconduct and that the department’s default position 
was that unlawful access was a mere conflict of interest. That is probably one of the most concerning findings and is 
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worthy of further discussion. The CCC effectively said that the Department of Transport was not taking unauthorised 
use of data seriously enough. As we have greater capacity to collect more data, we should be taking it more seriously. 
It goes to the heart of some of the recommendations in that report about the need for greater scrutiny by this place 
of both the overarching legislation and the effectiveness and operational aspects of the management of data, because 
we are getting more data. I reflect on an incident when I was a younger person travelling through Africa. As I was 
travelling on a motorcycle from Zimbabwe to South Africa, I was pulled over on the side of the road by a rather 
burly South African police officer. He asked me for my licence and I produced my then New Zealand licence. It was 
simply a little handbook containing a sticker with a handwritten signature of the local police officer. It had no photo 
and was just a little crumpled up book that had been in my back pocket for the months I had been on the road. 
I recall the comment by the officer that it was obviously very easy to forge. Despite the condition of my motorcycle 
at that time as I came to the end of a journey of nearly 15 000 kilometres, he fortunately waved me on. The older 
members of this house can probably relate somewhat to that anecdote. 
People talk about big data and it being the great nirvana of the private entities. This is why to some extent it is 
somewhat moot to take a hardline position, as the Australian Greens have done in this case; so many photos are being 
taken and there is so much technology. These days, one needs to only look at a phone and it will turn itself on. I had 
to take a new photo with a mask on for my phone. People can scan their face with a mask on to unlock the phone; 
the mask just needs to be slightly down to open the phone. It saves tapping in a password. Technology is improving 
and iris recognition and hand scanning are coming our way. I make that point only because there is a certain 
inevitability about it. It is a fact we have to live with. The community should be reassured that the government is 
doing everything it can to ensure its privacy is protected to the extent to which the incursion of technology on our 
privacy is becoming much more ubiquitous. It is harder and harder to protect that, but it is vital that reports such 
as the Corruption and Crime Commission’s report of 5 August 2021, and other crime-fighting and anticorruption 
agencies, continue to guide the practice to protect our data to the greatest extent and hold accountable those public 
servants who are trusted with information that is not available to the general public and can be used in a combined 
way to impact the lives of individuals. It may not be for the initial intent, which we all support, which is the protection 
of our community, but also providing a level of safety to enable our crime-fighting agencies to tackle those who 
might want to do things they should not be doing and to interdict some of the increasingly sophisticated challenges 
that might come our way. 
The ninth point of the CCC report states that the commission is concerned by the approach referred to in the previous 
point—the default position of the Department of Transport. This is where there probably has not been enough assurance 
yet. I am happy to stand corrected and have outlined to me what has been done since this report by the department to not 
have that default position but to take any unauthorised use as serious misconduct and deal with this and create a stronger 
culture within the agency in order to ensure that the data is utilised in its lawful way. The report states — 

The Commission is concerned by this approach. Unlawful access to TRELIS is a criminal offence and is 
serious misconduct as defined by the CCM Act s 4. 

That is, the Corruption, Crime and Misconduct Act 2003. The eleventh point, the last I will read, states — 
This report outlines the Commission’s review findings and makes formal recommendations to DoT to improve 
its management of the serious misconduct risks associated with the access of information in TRELIS. 

Of course, the question is: what has been done in relation to that matter proceeding forward? 
This is an excellent report that goes to the heart of some of the concerns that are outlined in the other excellent 
report of the committee chaired by Hon Donna Faragher, MLC, in August 2021. I will seek some guidance as we 
go through committee. It might be that we deal with some of the recommendations and findings of the committee 
in debate on clause 1, or we may choose to go through sequentially. 
Hon Sue Ellery: It would make sense, in the context of the committee’s views, if you do it in the relevant clauses. 
Hon NEIL THOMSON: I appreciate the interjection. I also ask that we make sure we do not miss any of the 
report’s recommendations. I am sure that the government considered this report as part of the drafting of the bill. 
I am willing for that approach and want to make sure that we cover all the findings, recommendations and detailed 
discussion within the report. As I said, I am not an expert at this. I do not think anyone is expecting any member 
to be an expert on this subject, but a number of honourable members have sat in detailed consideration with the 
support of their committee secretariat and officers. They have spent some time on it and that is very important. 
I hope that the officers who will be present in the chamber will be well versed in the report and be able to respond 
to those findings. In the time remaining, I will go through the findings and recommendations of the report in detail 
so that they are, for the purposes of Hansard, considered. 
Finding 1 states — 
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The open-ended regulation making power in the definition of ‘prescribed person’ in clause 12, proposed 
section 11(C)(1) of the Transport Legislation Amendment (Identity Matching Services) Bill 2021 erodes 
the Western Australian Parliament’s sovereignty and law-making powers. 

Recommendation 1 states — 
The Government amend clause 12, — 

We will go to clause 12 — 
proposed section11(C)(1) of the Transport Legislation Amendment (Identity Matching Services) Bill 2021 
to limit the people or classes of people to whom identifying information can be disclosed. 

I think that is very much a matter for consideration, noting, in the case of the TRELIS report, that 3 000 people 
have access to it. Again, I will be interested in that. Finding 2 states — 

The reference to clause 1.2 of the intergovernmental agreement in the definition — 
I stand corrected on that — 

of ‘authorised purpose’ in clause 12, proposed section 11(C)(1)(c) and clause 19, proposed section 14(1)(c) 
of the Transport Legislation Amendment (Identity Matching Services) Bill 2021 erodes the Western Australian 
Parliament’s sovereignty and law-making powers. 

With respect to that aspect, the committee sees it as an erosion of the Parliament’s sovereignty and lawmaking 
powers. Finding 3 states — 

The definition of intergovernmental agreement in clause 12, proposed section 11B(1) of the Road Traffic 
(Authorisation to Drive) Act 2008 and clause 18, proposed section 12(1) of the Western Australian Photo 
Card Act 2014 erodes the Western Australian Parliament’s sovereignty and law-making powers. 

On those three findings, recommendation 2 states — 
The Government amend clause 12, proposed section 11(C)(1)(c) and clause 19, proposed section 14(1)(c) 
of the Transport Legislation Amendment (Identity Matching Services) Bill 2021 to prescribe the seven 
purposes listed in clause 1.2 of the intergovernmental agreement. 

Recommendation 3 states — 
If Recommendation 2 is not agreed, the Government amend clause 12, proposed section 11B(1) and 
clause 18, proposed section 12(1) of the Transport Legislation Amendment (Identity Matching Services) 
Bill 2021 to give effect to the following: 

intergovernmental agreement means the Intergovernmental Agreement on Identity Matching 
Services between the Commonwealth, the States, the Australia Capital Territory and the 
Northern Territory made on 5 October 2017, as in force on 5 October 2017. 

Finding 4 states — 
The operation and effectiveness of the proposed Transport Legislation Amendment (Identity Matching 
Services) Bill 2021 should be reviewed as soon as practicable after the end of 5 years of operation, and 
every 5 years thereafter, and reported to Parliament. 

I think the idea of a review is that it is not a sunset clause; it is a review. That seems to be important, given the 
concerns about other issues around data management. That is a worthy finding. Recommendation 4 states — 

The Transport Legislation Amendment (Identity Matching Services) Bill 2021 be amended to insert 
provisions into the Road Traffic (Authorisation to Drive) Act 2008 and the Western Australian Photo 
Card Act 2014 such as the following: 

(i) The Minister must review the operation and effectiveness of the amendments made to 
this Act by the Transport Legislation Amendment (Identity Matching Services) Act 2021, 
and prepare a report based on the review, as soon as practicable after the 5th anniversary 
of the day on which the Transport Legislation Amendment (Identity Matching Services) 
Act 2021 section 2 comes into operation. 

(ii) The Minister must cause the report to be laid before each House of Parliament as soon 
as practicable after it is prepared, but not later than 12 months after the 5th anniversary. 

We are coming close to the end of this report. I will close my remarks at the end. Finding 5 states — 
The limitation of the reporting requirements contained in clause 12, proposed section 11J(2)(b) and clause 24, 
proposed section 17B(2)(b) of the Transport Legislation Amendment (Identity Matching Services) Bill 2021 
impacts the Western Australian Parliament’s sovereignty and law-making powers. 

Recommendation 5 states — 
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The Government amend clause 12, proposed section 11J(2)(b) and clause 24, proposed section 17B(2)(b) 
of the Transport Legislation Amendment (Identity Matching Services) Bill 2021 to delete the words ‘that 
is likely to result in serious harm to a person to whom the information relates’. 

Those are the findings and recommendations arising from the report. There is obviously quite a bit of detailed 
reflection within the report, including the minister’s position. There seems to have been an intervening report, 
a previous report and consideration—there had been some movement. The reflections of the minister on this 
bill indicate that since this report there has been no change to the bill. I am willing to be corrected on that matter. 
I think it is worthy, given the serious consideration by members in this place, particularly members of the Standing 
Committee on Uniform Legislation and Statutes Review, for this report to be fully considered, and certainly for 
this place to be fully cognisant of the reasons they have not been considered. 

In summing up, I want to again reiterate the fact that within the opposition there is a sense that the intent of the 
intergovernmental agreement is definitely supported, and this was discussed with a degree of gravity and consideration. 
That intent is to provide our enforcement agencies with the capacity to identify persons and utilise biometric capability 
within the scope laid out within the IGA, noting, as Hon Mark Dreyfus mentioned, that there needs to be a balance 
of the issues of security and privacy. That is a very good way of looking at it.  

Hon Alannah MacTiernan interjected.  

Hon NEIL THOMSON: That is the position. There was that feeling because, first, the commonwealth is still 
grappling with this issue, and, second, there were concerns around the management of private information as outlined 
in the Corruption and Crime Commission report. There was sufficient concern as to what value will be gained by 
putting this legislation through at this time. We are not opposing the bill. We certainly support the intent of the bill, 
noting the very detailed and thoughtful recommendations that were made by the Standing Committee on Uniform 
Legislation and Statutes Review. I trust that in the committee stage there will be a full, frank and open discussion 
about those matters going forward. On that point, I conclude my remarks.  

HON SUE ELLERY (South Metropolitan — Leader of the House) [5.31 pm] — in reply: I thank Hon Neil 
Thomson for his contribution. I note that the opposition will not be opposing the Transport Legislation Amendment 
(Identity Matching Services) Bill 2021. That is a good thing. Essentially, the essence of the proposition that the 
honourable member just took us through was whether we have got the balance right between security and privacy. 
That is what the argument boils down to. I want to make some general comments about why the government thinks 
it is necessary to do this and some of the controls in place and then I will talk about some of the specific issues 
that the honourable member raised.  

I take members back to the beginning. The reason that Western Australia entered into the Intergovernmental 
Agreement on Identity Matching Services is that the Australian Institute of Criminology report Counting the costs 
of identity crime and misuse in Australia, 2018–19 indicated that the estimated cost of identity crime in Australia 
during that period was $3.1 billion, 17 per cent more than it was in 2015–16. This includes $2.1 billion in direct 
losses suffered by Australian government agencies, businesses and individuals. Identity matching services will 
help promote privacy by strengthening the integrity and security of Australia’s identity infrastructure and the identity 
management systems of government agencies that issue Australia’s core identity documents, such as drivers’ licences 
and passports. The types of documents that can be checked under the face-matching services are drivers’ licences, 
including facial images; visas, including facial images; ImmiCards, including facial images; passports, including 
facial images; and citizenship and birth certificates. The bill will require consent to access that service. Existing 
WA road laws and photo card legislation already provide strict conditions around how facial images and identifying 
information are collected, stored, used and disclosed to ensure that the privacy of Western Australians is protected. 
Existing legislation permits the release of individual facial images upon request to the Western Australia Police 
Force, the Australian Security Intelligence Organisation and, with the prior approval of the Commissioner of Police, 
prescribed law enforcement officials. Members need to appreciate that there are already laws in place about sharing 
facial images in Western Australia and information about Western Australians.  

Identity information will be subject to strong safeguards through legally binding identity matching services 
documents called participation agreements and participation access arrangements. These will be signed by senior 
representatives of other states and territories before access is granted to the Department of Transport’s customer 
identity information.  

Some of the benefits of the face-matching service proposed in the legislation before us include a faster, more 
convenient and secure way to verify an individual’s identity for government transactions, improved road and 
community safety, stronger protection and prevention of identity crime and support of law enforcement and national 
security efforts. It is estimated that one in four Australians will be the victim of identity crime at some point in 
their lives. This technology will play a key role in helping to combat identity crime. Once it is fully implemented, 
it will help the WA government verify an individual’s identity in a way that is fast, secure, convenient and private.  
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The service will be used in WA to fight crimes by getting dangerous drivers with fake or fraudulent drivers’ licences 
off the road. It will assist in preventing identity crime with the prevention, detection, investigation and prosecution 
of identity crime. In law enforcement, it will assist with the prevention, detection, investigation and prosecution 
of serious offences under commonwealth and state laws. It will be used for national security by conducting or 
gathering intelligence for purposes relating to Australia’s defence. It will be used for security and international 
relations and law enforcement interests in line with existing processes and protocols. It will be used for protective 
security with activities to promote the security of agency assets, facilities or personnel, including but not limited 
to security or criminal background checking. It will be used for community safety activities by identifying those 
individuals who are at risk or who have experienced physical harm, including but not limited to investigating 
individuals who are reported as missing, identifying individuals who are reported as dead or unidentified human 
remains, identifying individuals when addressing significant risks to public health or safety, and identifying 
individuals after disaster events or other major events.  
I am happy to get into the controls when we go through the bill clause by clause, but the face-matching services will 
use encryption and authorisation procedures approved by the Australian Signals Directorate to ensure data protection, 
security and confidentiality. The face-matching services are assessed and accredited in accordance with the 
Australian Cyber Security Centre’s Information Security Manual—the ISM—and the commonwealth government’s 
protective security policy framework.  
One of the issues raised by the honourable member was the current situation with the federal government. I think 
he was referring to the fact that we are obviously about to go to a federal election and whether the commonwealth 
legislation will be passed in time and, if that is the case—I think this is what the honourable member meant—why 
we need to proceed when we do not know who will be in government, although I am fairly confident that I do know 
who is not going to be in government. The commonwealth’s Identity-matching Services Bill 2019 was reintroduced 
into federal Parliament on 31 July 2019, but it is important to note that the Department of Home Affairs is already 
authorised to operate face-matching services through a combination of commonwealth, state and territory laws. 
WA does not intend to share identity information through the national hub until the commonwealth bill has passed. 
However, it will be necessary to build the computer infrastructure in readiness for the legislation to be in place and 
to do testing with dummy data. That work needs to be ongoing, irrespective of the electoral cycle. I know that it is 
shocking to think that public servants continue to implement things when governments are in election periods but 
they do; otherwise, the whole place would fall apart. 
Hon Dr Steve Thomas interjected. 
Hon SUE ELLERY: Yes, they probably do. Irrespective of the fact that the bill has not progressed, there are 
already existing authorities for the Department of Home Affairs, and the testing work does need to be undertaken. 
That is the reason we want to pursue this now. 
The Department of Transport will have further control over driver’s licence identity information, for example. If WA 
sees fit, it will be able to withdraw from the hosting agreement at any point and will not be held to any of its terms. 
WA will be able to withdraw driver’s licence identity information data from the national driver licence facial 
recognition solution environment at any point with six months’ notice, or suspend access to WA’s driver’s licence 
identity information by a requesting agency with 24 hours’ notice. People need to understand that context as well. 
I will go to some of the issues the honourable member raised around when the bill was introduced into the federal 
Parliament and referred to the Parliamentary Joint Committee on Intelligence and Security. The committee was 
critical of the structure of the commonwealth bill and made a number of recommendations, including that the bill 
be redrafted to follow principles of privacy, transparency and oversight, including annual reporting, and include 
a requirement for a participation agreement in the primary legislation. The original bill has since been redrafted, 
but I am advised that it has not yet been publicly released. The WA legislation complements the commonwealth 
legislation. It is important to understand that both will need to be in force before live operation of the national 
driver licence facial recognition solution can take place. Agencies at both the state and commonwealth level will 
be accountable for their contribution to the national system. It has not been necessary to amend the WA bill on the 
basis of the findings of the joint committee report, but it was developed with knowledge of what that report 
included. The WA bill will provide authority to disclose information, whereas the commonwealth legislation will 
provide authority to manage matching requests. The WA legislation is designed to complement the annual reporting 
recommendations in the parliamentary joint committee report and includes references in the IGA that will limit 
the disclosure of information. The WA legislation will limit the discretion of officers and ensure that primary and 
secondary legislation will follow the model of disclosure to an authorised person in an authorised organisation for 
an authorised purpose. 
The honourable member raised the Corruption and Crime Commission’s report into the transport executive and 
licensing information system. The Department of Transport has acknowledged the content of the CCC’s review 
and the recommendations that it made, and is committed to continual improvement. The department has strengthened 
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governance around the use of TRELIS and, in 2018, commenced enhanced monitoring of system user access to 
identify instances in which authorised users accessed the records of persons known to them. As a result of the 
outcomes of the monitoring, the department has amended various policies and procedures to provide explicit 
guidelines on user expectation, which includes not conducting licensing transactions on behalf of family and friends. 
The department has complied with the requirements of the Corruption, Crime and Misconduct Act by providing 
formal notification of detected breaches to the CCC, and since 2018 has undertaken a significant procedural review 
to increase user knowledge and compliance. The department is in the process of amending associated policies and 
procedures to meet the recommendations of the CCC and provide explicit guidelines to all system users to ensure 
there is strong awareness of their roles and responsibilities in the use of restricted-access computer systems such 
as TRELIS. The program of works associated with meeting the recommendations and enhancing governance of 
TRELIS use is being oversighted by a corporate executive integrity committee. 
Individual user privacy will be protected through secure systems that will limit access to driver’s licence information. 
These comprehensive security measures will protect information and identity at all times, in a similar way to those 
used for internet banking. The connection to the national driver licence facial recognition solution will use architecture 
through which each state and territory will maintain its images in a secure partition within the national driver 
licence facial recognition solution. This will avoid the creation of a so-called honey pot of data and will also prevent 
access to WA records without the WA government being aware. Searches against images will be made only by 
authorised officers in authorised organisations for an authorised purpose. There will be pre-approval and strict 
auditing of this. In the case of the face verification system, driver’s licence images will not be sent and the system 
will simply return a yes or no as to whether the subject matches the record held by the driver’s licence authority. 
The Department of Transport will not be collecting any additional information from customers. 
The 134th report of the Standing Committee on Uniform Legislation and Statutes Review noted where the bill has 
narrowed definitions in several places. I will go to those specifically. For example, at paragraph 5.11 on page 7 of 
the report, the committee notes — 

Who can be a ‘prescribed person’ has not been defined in the Bill. However, the definition of ‘authorised 
purpose’ narrows the type of people or classes of people to whom identifying information can be disclosed. 

Further on, at paragraph 5.17 on page 9, it states — 
Proposed section 11C(1)(c) and (d) narrows the scope of what is an ‘authorised purpose’ under regulations. 
Clause 1.2 of the IGA contains the purposes for which the parties agree to promote the sharing and 
matching of identity information. The purposes are: 

(a) Preventing identity crime … 
(b) General law enforcement … 
(c) National security … 

Paragraph 5.16 on the same page refers to the authorised purpose as being — 
(c) a purpose, prescribed by the regulations for the purposes of this definition, that is related to 

a purpose set out in clause 1.2 of the intergovernmental agreement; … 
Going back to paragraph 5.17, it also outlines other purposes, being protective security, community safety, road 
safety and identity verification. 
There is further committee comment at paragraph 5.25 on page 11, where it states — 

The Bill defines the regulation-making power so as to limit the purposes for which information can be 
disclosed. The Bill has narrowed the definition of what can be an ‘authorised purpose’ in proposed 
sections 11C(1)(c) and (d) and 14(1)(c) and (d). 

I make those points not to say that the committee does not also make some recommendations on how it thinks 
other things could be done, but because the committee report itself acknowledged the narrowing of definitions at 
certain points. 
I want to quickly touch on the 127th report of the Standing Committee on Uniform Legislation and Statutes Review, 
which made five recommendations. The government considered those recommendations and made amendments 
to address the committee’s recommendations, which were provided for in the 2021 bill. Those amendments are 
described in the explanatory memorandum under the relevant clause notes. 
The 134th report raised additional questions and five new recommendations. These have been carefully considered 
by government, but they are not supported for the reasons that I will now outline. In response to the 127th report 
on the 2020 bill, the definition of “authorised purpose” in clause 12, proposed section 11C(1), was amended to limit 
the purposes for which identifying information may be disclosed as made in regulations. The committee had also 
recommended that clause 12, proposed section 11C(1), be amended to limit the people or classes of people to whom 
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identifying information could be disclosed, as did recommendation 1 of the 134th report. The recommendation to 
limit the people or classes of people to whom identifying information may be disclosed was analysed and considered 
not necessary because of the amendment already made to the definition of “authorised purpose”. 
The existing provisions in section 14 of the Road Traffic (Administration) Act 2008 provide that the CEO may 
disclose information to a prescribed person for an authorised purpose. Both criteria must be met to enable information 
to be disclosed. In the 134th report, paragraph 5.12, the committee noted “The power could be used to extend the 
range of persons or entities authorised to have access to identifying information beyond the original and principal 
purposes for which the information may be disclosed.” This concern is unfounded as disclosure still requires an 
authorised purpose, which is related to the purposes of the intergovernmental agreement. In addition, it is understood 
that in the committee’s 127th report, paragraph 5.35, the committee raised concern about the opened-ended 
regulation-making powers and provided as an example that the bill does not prohibit identifying information being 
provided to private entities for commercial purposes. The concern about the potential to extend access of identifying 
information to private entities is acknowledged; however, part 5 of the intergovernmental agreement makes it clear 
that the services that may be made available to private sector organisations in the future will be limited to the 
document verification service or the face verification service. These verification services do not disclose identifying 
information. The document verification service provides a yes or no response to queries as to whether certain 
biographical information on an identity document matches the official records held by the government authority 
that issued the document and that the document has not been revoked. The face verification service enables a facial 
image of an individual to be compared against a facial image held on a specific government record associated with 
that same individual. This is called a one-to-one check and helps to confirm the identity of a known person. The 
DVS and the FVS both require the consent of the person to whom the information relates; therefore, private sector 
organisations will not be able to access identifying information as they will not be given access to the face 
identification service or the identity data sharing service.  

It is also noted that the new section 11I of the Road Traffic (Authorisation to Drive) Act 2008 and section 17A of 
the Western Australian Photo Card Act 2014 expressly prevent identifying information from being compelled to 
be produced or disclosed in civil proceedings by subpoena or otherwise. These clauses are designed to continue 
the status quo, as the Department of Transport has not previously been subpoenaed for photographs or signatures; 
the department, however, regularly receives subpoenas for bulk requests of information of owners of vehicles who 
are allegedly liable for unpaid parking charges from private companies. These clauses prevent potential situations 
where companies seek to subpoena photographs and signatures used on driver authorisation documents for 
commercial purposes. This further supports the intent to ensure private entities will not be able to access identifying 
information for commercial purposes.  

In respect of the second recommendation in the 134th report—again the government does not accept this. Referring 
to clause 1.2 of the intergovernmental agreement, rather than incorporating the text into the bill was considered 
the most practical way to capture the intended policy. The text of clause 1.2 is lengthy and would need to be set 
out in both the Road Traffic (Authorisation to Drive) Act 2008 and the Western Australian Photo Card Act 2014. 
Rather than incorporating the text of clause 1.2 into two acts, a short incorporation by reference was considered 
more appropriate. Another consideration was that the way that 1.2 is worded, it would have been necessary to make 
minor amendments to fit the style of Western Australian legislation. Each amendment, regardless of how minor, 
raises questions as to whether some change to the meaning was intended. In addition, incorporating the purposes 
by reservation to clause 1.2, it is clear the intent is to reflect the intergovernmental agreement to which WA is 
a party. If the text of 1.2 is set out in full in the two acts, it would not immediately be clear where the purposes had 
come from.  

In respect of recommendation 3—again the government does not support this. Referring to the intergovernmental 
agreement, as amended from time to time, assures that the reference does not become out of date and ensures WA’s 
continued commitment to give effect to the intergovernmental agreement on identity matching services, which is 
the purpose of the bill. It is also noted that it is standard drafting practice in WA legislation for intergovernmental 
agreements to be defined as “in force from time to time” and advice from Parliamentary Counsel’s Office is that 
the definition remain as drafted. Note, we now have an insider in Parliament Counsel’s Office—as an aside. Existing 
examples of a definition of intergovernment agreement as enforced from time to time can be found in the following: 
the Electronic Conveyancing Act 2014 and the National Redress Scheme for Institutional Child Sexual Abuse 
(Commonwealth Powers) Bill 2018. One reason for defining an intergovernmental agreement as “amended from 
time to time” is that the legislation relying on an intergovernment agreement is aimed at bringing WA into some form 
of national scheme or bring WA into line with some sort of national approach. If the intergovernmental agreement 
and the WA legislation drift apart, the WA legislation will no longer be fulfilling that purpose. It is acknowledged 
that setting a reference to the intergovernmental agreement as in force on 5 October 2017 may provide protection 
against hypothetical future changes that could undermine the sovereignty of the WA Parliament. 

Sorry, just breaking all the COVID rules! 
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A member interjected. 

Hon SUE ELLERY: Do I detect a degree of excitement about that prospect? 

However, the framing of the purposes of the intergovernmental agreement, which, as it is, meets foreseeable uses 
of identity matching services, along with the need to secure agreement of all jurisdictions makes it unlikely that this 
intergovernmental agreement will be amended. Although it is unlikely that the intergovernmental agreement will 
be amended, in the unlikely event that it does, it is important that WA remain in step with the national approach.  

In respect to recommendation 4—again the government does not accept this recommendation. In response to 
committee report 127 on the 2020 bill, proposed section 11J of the Road Traffic (Authorisation to Drive) Act 2008 
and section 17B of the WA Photo Card Act 2014 now provide for annual reporting. Annual reporting was introduced 
in response to recommendation 5 of committee report 127. Although the 134th report recommended a once-off 
legislative review after five years, it is considered that the proposed regular annual report will provide greater 
transparency and accountability regarding WA’s use of WA identifying information in the national driver licence 
facial recognition solution.  
Recommendation 5—again the government does not accept. Serious harm is the national best practice standard 
for triggering a notifiable data breach in the commonwealth’s Privacy Act 1988. Any regime of records management 
requires a trigger threshold to identify issues of concern, and using serious harm would ensure consistency with 
other regimes nationally. For example, if an interstate officer unlawfully accessed a WA record. The WA government 
undertook public consultation in 2018–19 during the development of the proposed privacy and responsible 
information sharing legislation and this found overwhelming support for a mandatory data breach scheme similar 
to the commonwealth scheme. This would involve a serious harm threshold for mandatory data breach reporting.  
I will add some comments about why we are progressing the bill before the commonwealth bill has passed, even 
though I have touched on that. 
Although the bill will allow the state to meet its obligations under the intergovernmental agreement, it will also 
introduce other enabling provisions that will provide customer service efficiencies and enhanced customer choice 
by enabling photographs on one document to be used on another and support the digital strategy for WA government 
2021–25 by providing customers with the ability to consent to the sharing of their information. Further, WA’s 
participation in the national facial biometric matching capability and the use of the face matching services, as 
I said, requires both commonwealth and state and territory legislation to have passed and systems development to 
be completed. The commonwealth legislation is being developed in parallel. It is not yet passed and its timing is 
uncertain; however, in the interim, it is desirable to continue to develop computer systems so that WA is ready to 
connect with minimal delay after the passage of the bill. 
The development and testing of interfaces between computer systems can typically take one year or more, so it 
is necessary to develop these in parallel with legislative changes. To properly test the solution computer systems, 
it will be necessary to disclose real WA customer identifying information for purposes such as determining 
photographic biometric quality as well as ensuring the system connection works as it should. There is no legislative 
power currently to allow the disclosure of WA customer identifying information for such systems testing. The 
proposed disclosure would be for solutions system testing only in an isolated testing environment that would be 
restricted to the Department of Transport and the Department of Home Affairs. It is important to note that the 
sharing of identifying information via the solution will not commence until the commonwealth Identity-matching 
Services Bill has passed and legally binding governance agreements have been signed. 
I just need to check that I did not mislead the house before because I think I talked about not using real data. Have 
I misled? We do not think so. Anyway, I will come back and correct it later if I need to. 
The WA legislation will rely on the commonwealth legislation establishing a solution under a written law that can 
be linked to an authorised purpose for which identifying information may be disclosed. Specifically, it is intended 
that the authorised purpose for which identifying information may be disclosed to the solution is to be linked to 
a written law as provided in the proposed clause 11C(1)(a) of the Road Traffic (Authorisation to Drive) Act 2008, 
which provides, amongst other matters, that an authorised purpose means the purpose of performing functions 
under a written law, a law of the commonwealth, another state or territory. Progressing now will also allow for other 
service delivery reforms and that is why we are proceeding. 
With those comments, I commend the bill to the house. 
Question put and passed. 
Bill read a second time. 

Committee 
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The Deputy Chair of Committees (Hon Steve Martin) in the chair; Hon Sue Ellery (Leader of the House) in charge 
of the bill. 

Clause 1: Short title — 
Hon NEIL THOMSON: I raised a number of points in my speech during the second reading debate in response 
to some issues in the report from the committee. Noting the discussion around moving through specific clauses 
and having a bit more conversation around that, as part of the clause 1 discussion I want to pick up on a few points 
that the minister made. Within the context of the minister’s response, she said that one of the reasons for pushing 
this legislation through at this point was to ensure that the government could proceed with the development of this 
technology. Effectively, that is what the minister was saying. That raised some questions for me because that 
technology can be developed without having real data.  
If the government’s prospect was to create that technology system, why do we require this legislation? Can we not 
just develop the technology without the actual legislation? 
Hon SUE ELLERY: While the advisers are providing me with an answer to that, I will say a couple of things. 
The agency is working, as I understand it, with the Department of Home Affairs on this. They are working together. 
It is also the case that we do not want to be spending taxpayers’ money on it without authorisation to be doing it. 
I will sit down in a minute to get any further advice that the advisers will give me. Members will note that in the 
last few moments of my second reading speech in reply, I indicated that I thought I might have misled the house, 
and so I do need to make a correction. I had said in my comments that I understood that dummy data would be 
used, but in fact it is real data. Now if members will just bear with me. 
Although some testing can be done with what is described as synthetic data, which I think means not real, closer 
to the launch real data must be used if the system is going to have integrity and be able to work properly. The 
department’s experience is that testing with real data is necessary to avoid problems further down the track. 
Hon NEIL THOMSON: Just so I understand the sequence of events, this legislation would pass and then there 
would be a process of collating real data, which is what the government is proposing to do. How would that process 
be undertaken? 
Hon Sue Ellery: The department already has real data. It does not need to collate it; it already has it. So I do not 
know whether you want to refine your question a bit. 
Hon NEIL THOMSON: The department already has real data, but is it to do with the biometric technology in terms 
of interpretation of that data? I am sure it has everyone’s photo. Is it to do with the biometrics that goes behind 
that in order to create that identification match? Is that what we are talking about? Is that what needs to be done?  
Hon SUE ELLERY: It is about having the authority to use that data to disclose outside the existing scope, working 
with the Department of Home Affairs. This bill gives the authority to do that. Without this bill, it will not have the 
authority to do that. 
Hon NEIL THOMSON: I appreciate that; I guess I am trying to clarify what is going on here. Basically, the agency 
already has the technology to identify a person within this biometric process; the issue is simply that it is currently 
not allowed by law to disclose it. Is that what the minister is saying? 
Hon Sue Ellery: You have a photo ID on your licence, have you not? 
Hon NEIL THOMSON: Absolutely. 
Hon SUE ELLERY: That is the data; that is already held. The authority given by this legislation is to disclose 
that data as part of the testing to working towards putting this national system in place, with WA being a participant 
in that. 
Hon NEIL THOMSON: I thank the minister; I appreciate that. We are all learning here, I guess. It sounds to me 
like the technology solution that the minister talked about before, because she raised the issue about the investment 
that was required and the need for this law, and that the department did not want to make the investment because 
the investment might result in some costs not being able to be utilised if this law was not available. We had that 
discussion. The premise of my question is: why can the department not just do the development for state purposes? 
Excuse me; I would like to hear from the experts on this. It sounds to me as though there is really not a lot to do 
on the technology side; it is just simple disclosure of information under the law. It sounds as though the technology 
is already there for identity matching. Is that what the minister is saying? To me, the minister is saying that the 
department can already do all the identity matching it needs to do, and in fact it is simply a matter of confirming 
that the person is who they say they are; or is some other technology solution required in order for that process of 
interoperability—maybe that is the right word; I do not know—and connection between the other agencies? I am 
just wondering how that will work. 
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Hon SUE ELLERY: The data is already held. The data is the picture that was taken of the member when he went 
and got his driver’s licence. This project is a collaboration between two large complex registries. It is a major IT 
undertaking, and testing is necessary to ensure that the images can be handled correctly in the home affairs system. 
It is also the case that under the current legislation, the authority to disclose is limited to certain agencies. The 
proposition set out in the intergovernmental agreement is about disclosure through to the solution. As a side bar, 
that is a very unfortunate name, but that is the authority. 
Hon DONNA FARAGHER: I thank the minister for her responses on the committee’s report. I want some clarity 
on her response to recommendations 2 and 3. I appreciate we will get to that in due course, but it will help me if 
we can look at that before we get there. I refer to the intergovernmental agreement and the statement about the IGA 
being “as enforced from time to time.” I understand the government’s reasoning on recommendation 2 in terms of 
prescribing that level of detail within the bill and ensuring that the relevant grammar and other things are in line. Even 
though I am the chair of the committee, I can appreciate that. My query relates to recommendation 3, in which it was 
proposed that it be amended to say “as enforced on 5 October 2017.” Perhaps the minister could remind me. My 
recall is that there is a concern that if we were to put this in place and there were any future amendments, albeit the 
minister might think there will not be any, that would lead to a departure from the legislation. Would the expectation 
be that the government would need to introduce new legislation to deal with that? How would that be resolved? 
Hon SUE ELLERY: Yes, the member’s understanding of the reasons is correct. We express concern that we would 
deviate from that, and the solution would be that we would have to come back to the Parliament. That is obviously 
a time-consuming process; meanwhile, the purpose of the bill is community safety, national security and all those 
things, and, for those, time can sometimes be of the essence. 
Hon DONNA FARAGHER: In the context of that, I suppose I am trying to think of a happy medium. In the 
unlikely event that the IGA were amended, would the government be able to table that amended IGA so that everyone 
is clear? The minister knows that when we sign IGAs, they are not necessarily always readily available, and not 
everyone is looking at the relevant websites every day. I want to get an idea from the government whether that would 
be a reasonable happy medium. In the unlikely event that a revision to the IGA were to occur, could that be tabled 
in both houses of Parliament? 
Hon SUE ELLERY: Noting that I am the representative minister, and noting the time, if the member leaves that 
suggestion with us overnight, I give absolutely no commitments, but it is something that I can get further advice on. 
Hon Dr STEVE THOMAS: In the second reading speech that the minister read out, there are a couple of bits in 
the middle here. It reads — 

Within the solution system there are secure databases which hold each — 
The ACTING PRESIDENT (Hon Steve Martin): Noting the time, I need to report progress. 

Progress reported and leave granted to sit again, pursuant to standing orders. 
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